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Overview 
C.R.S. 24-33.5-1905 (4) directs the Department of Higher Education (DHE, the Department) to 
prepare a report detailing progress made towards critical state cyber-security goals at institutions 
of higher education that received an appropriation through SB 18-086. Specifically, the report 
must include, at a minimum:  
 

1. The number of faculty or adjunct faculty hired at each institution of higher education as 
a result of the funding; 

2. The number of student internships created with the funding at each institution of higher 
education; 

3. The number of degrees or certificates that have been awarded at each institution of 
higher education in connection with the funding; 

4. The number of scholarships awarded at each institution in connection with the funding; 
5. The number of presentations and seminars given on cybersecurity by each institution of 

higher education; and  
6. The amount of all other money that has been raised to match the state investment, which 

may include tuition, fees, federal funds, and industry donations.  
 
Six governing boards were awarded funding in the 2020-21 fiscal year. The following report 
summarizes their spending.  
 
Key Findings 
Fiscal Year 2021-22 was the fourth year in which funding was awarded to support cybersecurity 
and distributed ledger technology activities at institutions. Despite the lingering impact of the 
COVID-19 pandemic on campus operations, institutions remained committed to offering 
cybersecurity activities and programming to both students and their communities. 
 
Table 1 shows, by governing board, SB 18-086 appropriation, actual expenditures, required 
scholarship award total, and actual scholarships awarded. 
 
 SB 18-086 

Appropriation 
Total Amount 

Expended 
SB 18-086 Scholarship 

Requirement 
Total Amount Spent 

on Scholarships 
Colorado Mesa 
University $300,000 $226,130 $30,000 $31,900 

Metropolitan State 
University of Denver $300,000 $291,146 $30,000 $28,500 

Western State 
Colorado University $200,000 $323,185 $20,000 $35,000 

Colorado State 
University System $1,200,000 $1,054,525 $180,000 $1,166,083 

University of Colorado 
System $2,800,000 $2,800,000 $420,000 $1,251,901 

Colorado Community 
College System $300,000 $300,000 $30,000 $30,000 
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Fiscal Year (FY) 2021-22 was the fourth year in which institutions received this funding. In addition 
to several programs requiring a longer period of implementation, the COVID-19 pandemic also 
caused interruptions on campuses across the state. As institutions continue to receive funding to 
support cybersecurity programs, the amount of programming they are able to offer will likely 
increase.  
 
Table 2 summarizes activities funded by SB 18-086 funding.  
 

 Faculty and 
Adjuncts Hired 

Internships 
Created 

Degrees and 
Certificates 

Awarded 

Scholarships 
Awarded 

Presentations and 
Seminars Given 

Amount of Other 
Funding Raised 

Colorado Mesa 
University 1 12 5 35 2  

Metropolitan 
State University of 
Denver 

12 17 86 19 0 $133,033 

Western Colorado 
University 0.97 4 7 12 0 $186,363 

Colorado State 
University System 22 198 1,061 237 123 $5,231,369 

University of 
Colorado System 10 25 1,160 337 267 $7,034,038 

Colorado 
Community 
College System 

3 15 87 12 7 $50,000 

 
Full Institutional Responses 
Institutions used the funds received to support a wide range of public facing activities, such as 
hosting summer camps, presenting at conferences, and offering trainings for community 
members. Institutions also raised significant additional funds to support their work in the 
cybersecurity realm. For additional details on institutional activities and fund raised, each 
institution’s full response has been included in the subsequent pages.  In some cases, responses 
have been edited for formatting and grammar but are otherwise unchanged.
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COLORADO MESA UNIVERSITY 
 

 
 
  

Governing Board Name

Total SB 18-086 Appropriation 

Actual Amount Spent on Scholarships

At or above allotted amount of scholarship earmark

Number of faculty/adjucts hired as a result of funding

Total Amount Expended 226,130$              

SB 18-086 Appropriation Expenditure Report
Colorado Mesa University

300,000$                             

31,900$                               

Amount of all other money raised to match state investment

Please discuss any additional ways in which SB 086 money was spent, which may not be captured in 
lines 6-9 and fundraising efforts as reported in FY22 and any other information you would like to be 

included in the report.

1.00                                    

5Number of degrees/certificates awareded in connection with SB 086 funding
Number of presentations/seminars given on cybersecurity 2

Number of student interships created 12

a) Student researchers at the Cybersecurity Center published 3 peer-reviewed journal articles on IEEE Access 
and 1 is under review.
b) Bachelor’s in Computer Science and Professional Certificate in Cybersecurity program as a combination is 
validated by NSA and CMU is awarded the National Center of Excellence in Cybersecurity Education by NSA for 
the next 5 years.

Required Allotted Amount Earmarked for Scholarships

Yes

30,000$                               
Total number of scholarships awarded 35
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METROPOLITAN STATE UNIVERSITY 
 

 
 

The Bachelor of Science Degree in Cyber Security 
The Bachelor of Science Degree in Cyber Security successfully launched in Fall 2018 with 47 majors. 
Currently, (Fall of 2022) the B.S. in Cybersecurity has 326 majors—marking nearly 600% growth in the 
degree program over 4 years. During the spring of 2022, the BS in Cybersecurity was designated by the 
National Security Agency (NSA) as National Center of Academic Excellence in Cyber Defense. A Master’s 
Degree in Cybersecurity started in the Fall of 2019 with 15 students, and current enrollment for Fall 2022 is 
59 students. 

 
Faculty and Staff 
The department continued funding a full-time Cybersecurity specialist faculty in Computer Information 
Systems with SB 18-086 monies. In addition, we used SB 18-086 monies to partially fund a Cybersecurity 
Program Manager (the remaining funding comes from the M.S. in Cybersecurity degree program funding) 
and a Cyber Range Director (the balance of funding comes from private donation monies). Moreover, as the 
Cybersecurity Range took off, we supported three lab coordinators to complete Cyberbit training (focusing 
on live-fire cloud security exercises) via a partnership with Purdue University’s Cyberbit Range. Two of the 
lab coordinators were supported with SB 086 monies during AY21-22 to offer a Cyberbit course via the 

Governing Board Name

Total SB 18-086 Appropriation 

Actual Amount Spent on Scholarships

At or above allotted amount of scholarship earmark

Number of faculty/adjucts hired as a result of funding

Total Amount Expended 291,146$              

Required Allotted Amount Earmarked for Scholarships

No

30,000$                               
Total number of scholarships awarded 19

Amount of all other money raised to match state investment

Please discuss any additional ways in which SB 086 money was spent, which may not be captured in 
lines 6-9 and fundraising efforts as reported in FY22 and any other information you would like to be 

included in the report.

12.00                                  

86

133,033.49                        

Number of degrees/certificates awareded in connection with SB 086 funding
Number of presentations/seminars given on cybersecurity 0

Number of student interships created 17

SB 18-086 Appropriation Expenditure Report
Metropolitan State University of Denver

300,000$                             

28,500$                               
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range, as well as industry-related certificates and opportunities. Lastly, MSU-Denver has continued to hire 
12 part-time faculty to teach 18 different Cybersecurity undergraduate courses each Fall, Spring and 
Summer. Though, the number of total faculty teaching in both the undergraduate and graduate programs is 
25. 

 
Scholarship 
MSU-Denver created a scholarship in Fall of 2018 and we have allocated 10% of the annual SB 18-086 
awards to be distributed for scholarships. In FY 22, $30,000 was earmarked for scholarships in the amount 
of $1,500. Of those who applied, 20 students qualified and were awarded scholarships. Due to one of the 
awarded students stopping out of the Cybersecurity program during the academic year, only 19 scholarships 
($28,500) were ultimately paid out in FY22. 
 
Other areas and institutional matches 
In FY22, $81,000 from the private sector was provided to continue supporting the Cyber Range Director. 
Approximately, $100,000 from the previous matched $450,000 was put toward running the Cybersecurity 
Operations course for students fall 2021 and spring 2022. The Cyber Range also received a few other 
donations to support the Cybersecurity Certification Club (C3) to provide students with certification 
opportunities. Lastly, the program continues to partner with MindSpark to provide STEMPath, 
cybersecurity certificates, to teachers in Denver.   

 
Graduate or Certificates: 
There were 9 STEMPath students that earned graduate certificates in Cybersecurity. The students are 
current teachers in Denver Public Schools and Aurora Public Schools, who will teach Cybersecurity to K-12 
students in their respective school districts in their individual classrooms or Cybersecurity/Computer labs. 
Additionally, 12 students received their Master’s degree in Cybersecurity and finally, 37 received their B.S. 
in Cybersecurity for the FY21. Lastly, The Cyber Range has provided a couple of industry-related 
opportunities for students. During Fall 2021 and Spring 2022 28 students participated in the Cybersecurity 
Operations course offered in the Cyber Range via the partnership with Purdue University’s Cyberbit Range, 
which include defender, raider, and ransomware scenarios. The Cyber Range also coordinated with MSU 
Denver’s Classroom to Career Hub to partner with CompTIA to provide certifications through the 
Cybersecurity Certification Club (C3). The Cyber Range is also providing experience for students via the 
Public Infrastructure Security Cyber Education System (PISCES). 

 
Amount of matching monies, including tuition, fees, federal funds, and industry donations: 
In FY22, cybersecurity received a total of $133,033.49 in matching monies that went toward supporting the 
Cyber Range Director position, the C3 Club, and STEMPath graduate certificates.  
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WESTERN COLORADO UNIVERSITY 
 

 
  

Governing Board Name

Total SB 18-086 Appropriation 

Actual Amount Spent on Scholarships

At or above allotted amount of scholarship earmark

Number of faculty/adjucts hired as a result of funding

Total Amount Expended Western Colorado University 323,185$              

Total number of scholarships awarded 12

Number of student interships created 4

Required Allotted Amount Earmarked for Scholarships

Yes

20,000$                                         

We anticipate delivering a cyber security high school summer camp in FY23. Additional cyber security 
graduate educational grant awarded to faculty member for FY23. Anticipated ~45% increase in student 

scholarships to be awarded FY23. NSA CAE designation planned for the Informational Security program in 
FY23. Faculty remain actively involved in the MWCC (Mountain West Cybersecurity Consortium.) Please note 

that $1,900 was spent on student work study in FY22 which is included in the total amount expended. 

SB 18-086 Appropriation Expenditure Report
Western Colorado University

200,000$                                       

35,000$                                         

Amount of all other money raised to match state investment

Please discuss any additional ways in which SB 086 money was spent, which may not be captured in lines 6-9 
and fundraising efforts as reported in FY22 and any other information you would like to be included in the 

report.

.97 FTE ($100,025)

7

186,363$                                     

Number of degrees/certificates awareded in connection with SB 086 funding
Number of presentations/seminars given on cybersecurity 
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CSU SYSTEM 
 

 
 
  

Governing Board Name

Total SB 18-086 Appropriation 

Actual Amount Spent on Scholarships

At or above allotted amount of scholarship earmark

Number of faculty/adjucts hired as a result of funding

Total Amount Expended 1,054,525$           

SB 18-086 Appropriation Expenditure Report
Colorado State University System

1,200,000$                          

1,166,083$                          

Amount of all other money raised to match state investment

Please discuss any additional ways in which SB 086 money was spent, which may not be captured in 
lines 6-9 and fundraising efforts as reported in FY22 and any other information you would like to be 

included in the report.

22.00                                  

1061

5,231,369                          

Number of degrees/certificates awareded in connection with SB 086 funding
Number of presentations/seminars given on cybersecurity 123

Number of student interships created 198

More than 180 faculty and interns hired under the grant.  More than 500 student participants have 
graduated, virtually all have jobs in IT with IT Security prominent.  The CSU system invested $79810 
for computers at Sturm, serving over 200 Students in ITSec courses.

Required Allotted Amount Earmarked for Scholarships

Yes

180,000$                             
Total number of scholarships awarded 237
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COLORADO COMMUNITY COLLEGE SYSTEM 
 

Governing Board Name

Total SB 18-086 Appropriation 

Actual Amount Spent on Scholarships

At or above allotted amount of scholarship earmark

Number of faculty/adjucts hired as a result of funding (see note 1)

Total Amount Expended 300,000$              

Total number of scholarships awarded (see note 5) 12

Note 1: SB 18-086 funds have been used to pay the salary and benefits for 3 full-time cyber security faculty members (2 
full salaries and 1 partial salary).

Required Allotted Amount Earmarked for Scholarships

Yes

30,000$                              

Number of degrees/certificates awareded in connection with SB 086 funding (see note 3)
Number of presentations/seminars given on cybersecurity (see note 4) 7

Number of student interships created (see note 2) 15

Note 3: Completers of the Cyber Security degree and certificates nearly doubled between Academic Year 2020 and the 
past academic year.  Of the 87 completers in the program, 27 earned an Associate of Applied Science degree in Cyber 
Security while 60 were awarded certificates in Cyber Security. The increased capacity in full-time personnel provided for 
with the SB 18-086 appropriation allowed for the increase in completers. Cyber Security certificates have become in 
demand as they represent the most expedient way for current and new Cyber Security professionals to refresh and become 
familiar with current best practices and industry norms. 

Note 4: SB 18-086 has allowed for students in the Cyber Security program to participate in state and national cyber 
security competitions, as well as allowing for faculty to participate in cyber security industry events to further the 
program's connection with the community and local industry. PPSC students have consistently placed and excelled in 
CyberMaryland, Cyber Capture the Flag (CTF), and the Rocky Mountain Collegiate Cyber Defense (RMCCD) 
competitions.
Note 5: In addition to the $30,000 apportionment of scholarship monies from SB 18-086, the PPSC Foundation raised 
$50,000 additional dollars for cyber security related grants. Both SB 18-086 and PPSC Foundation scholarships were 
$2,500 per student awards.

SB 18-086 Appropriation Expenditure Report
Colorado Community College System

300,000$                            

30,000$                              

Note 2: Grant funds have been utilized to facilitate student connections with internship sites by funding hiring events, 
community partner gatherings, and travel related to building community partnerships. The Cyber Security program saw the 
largest cohort of internship students in academic year 2021.

Amount of all other money raised to match state investment (see note 5)

Please discuss any additional ways in which SB 086 money was spent, which may not be captured in lines 6-9 and 
fundraising efforts as reported in FY22 and any other information you would like to be included in the report.

3.00                                    

87

50,000.00$                        
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Conclusion  
FY 2021-22 was the fourth year of additional funding for cybersecurity and distributed ledger 
technologies. After receiving limited funding due to the COVID pandemic, funding was fully 
restored for FY 2021-22, and institutions remain committed to fully implementing the goals of 
the legislation.  
 
Outside of offering scholarships to students pursuing degrees and credentials related to 
cybersecurity, and the hiring of faculty and staff, institutions focused funding on improving their 
cyber facilities and offering outreach events through cyber centers. With ongoing investment in 
cybersecurity and ledger technology, institutions will be well equipped to continue to invest in 
these programs and the students enrolled in them. 
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