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Before completing this form, please:
· Review the proper disposal methods outlined in your data agreement or listed at the end of this document
· Review the Data Resource Page [insert website] and Frequently Asked Questions 



Date of Destruction: 



	Person Destroying Data:   ___________________________________________________________
Name of Organization:  ___________________________________________________________
Address: ________________________________________________________________________
Phone Number:  ____________________    E-mail: _______________________________________
Primary Researchers (Individuals that were granted access to data)
All researchers must destroy any and all disaggregated PII that has been shared with your institution.
Please provide Full Name, Title, Phone, E-mail.             Same as Person Requesting Data  
1. ________________________________________________________________________________
2. ________________________________________________________________________________
3. ________________________________________________________________________________





Expiration Date of Data Agreement:


Please confirm that all data that includes PII, disaggregated student- or course-level information has been destroyed. 
Yes, I affirm that proper disposal methods have been followed to destroy any and all data received from DHE. Further, I have or will submit a final report on how the data was used. This form concludes the data agreement between ______________________ (organization) and the Colorado Department of Higher Education (DHE).

_____________________________________ (signature)   __________________ (date)

_____________________________________ (print name








As noted in your data agreement, proper disposal methods may include, but are not limited to: 
a. For PII in paper records, shredding, burning, pulping, or pulverizing the records so that PII is rendered essentially unreadable, indecipherable, and otherwise cannot be reconstructed.
b. For PII on electronic media, clearing (using software or hardware products to overwrite media with non-sensitive data), purging (degaussing or exposing the media to a strong magnetic field in order to disrupt the recorded magnetic domains), or destroying the media (disintegration, pulverization, melting, incinerating, or shredding).
c. Other methods of disposal also may be appropriate, depending on the circumstances. Organizations are encouraged to consider the steps that other data professionals are taking to protect student privacy in connection with record disposal. 

	Submit this completed form to the Colorado Department of Higher Education.

	E-mail form to:   

DataAgreements@dhe.state.co.us
[bookmark: _GoBack]



	For internal DHE use only:

	· IT Project Number: _________________ 
· Received Date: _________________
· Any further follow up? Yes or No _________________
· Project Closed Date:  _________________
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